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GHANA 
Treat Unexpected Business Proposals with Caution 
 
The increasing rate of reported and often unreported business scams from Ghana and other 
African countries targeted at Swiss companies and other foreign companies requires a more 
pragmatic approach at sensitizing and educating the business community to understand the 
potential risks and possible financial losses. Some Swiss businesses have fallen victim to these 
scams that could have been easily avoided if the basic due diligence and precautionary were 
taken. The availability of information would contribute immensely to reduce the soaring rates of 
businesses that are falling victim to these avoidable crimes. Furthermore, it is hoped that, in 
preventing the perpetration of these specific business scams through education and awareness, 
the private sector would exercise extreme vigilance in their business dealings especially with 
unknown foreign businesses and individuals.  
 
How it works  
The modus operandi of scammers varies across different regions, businesses, institutions and 
with individuals. Some recorded cases and experiences of scams aimed at foreign businesses 
from Africa and especially from Ghana usually have some common identifiable trends. The 
methods used for such scams can be diverse and subtle; however they are easily avoidable if 
one is aware of them. 

A general description is given below to detail some of the obvious methods (modus operandi) 
deployed by these scammers.  

 Fraudster/scammers usually setup fake organizations and websites with a name that 
resembles or to confuse unsuspecting businesses and individuals that it is either a division, 
part of or one of the regional and economic integration blocs in African. Africa's current 
integration landscape contains an array of regional economic communities, including eight 
recognized as the building blocks of the African Union, see the list below;  

 AMU - Arab Maghreb Union  
 CEN-SAD - The Community of Sahel-Saharan States   
 COMESA - Common Market for Eastern and Southern Africa   
 EAC – East African Community  
 ECCAS - Economic Community of Central African States  
 ECOWAS - Economic Community of West African States  
 IGAD - Intergovernmental Authority on Development 
 SADC - Southern African Development Community 

For more information about the organization, structure and functions of these regional 
organizations in the African Union, visit the uneca website as well as the respective 
websites of the individual organizations. There, you can find very useful information such 
as the public announcements of projects, tender, procurement manuals, their 
headquarters, member countries, location, telephone numbers, email address, heads of 
the organization and divisions, etc.   

 The fraudsters/scammers often pose as business facilitators or agents to intermediate the 
deal between you and these fake organizations. They often promise to give targeted 
foreign businesses every needed information and assistance that will enable them to do 
business in Ghana. To take it a step further, some scammers will present scenarios as 
having close relationships with heads of these fake organizations where they are in 
privilege positions to influence decisions in your favor.  

 The scammer will solicit your interest in supplying certain products that they are already 
aware your company manufactures or retails in (e.g. they know what your company 
produce by looking you up online) to the fake organizations. 

 Next stage, the fake agent or business facilitator (scammer) will request you to purchase 
non-refundable tender forms that will enable you to participate in the tender process on the 
back of the initial promise that he will influence the final decision in the foreign businesses 
favor. Sometimes this stage is skipped. 

http://www.maghrebarabe.org/en/
https://au.int/en/recs/censad
http://www.comesa.int/
http://www.eac.int/
https://au.int/en/recs/eccas
http://www.ecowas.int/
https://igad.int/
http://www.sadc.int/
https://www.eda.admin.ch/countries/ghana/en/home/switzerland-and/export-promotion/investing-in-switzerland.html
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 They will further ask you with their guidance to submit 
quotations for products either to them to make the initial introduction of your company and 
its products or directly to the fake organization. 

 A later response from them would be that the fake organization (meant to confuse you with 
the genuine regional blocs) has reviewed and selected some products out of the list you 
provided. 

 Furthermore, fake acceptance letters will be sent to you and a request at a short notice 
issued for the foreign business to come to the home country (e.g. Ghana) of the scammer 
to sign the contract agreement. Alternatively, they will offer you the opportunity to sign it 
electronically. Other fake documents at this stage include affidavit from the law courts, pro 
forma invoice, receipts and company registration certificates. 

 More often than not, scammers design fake letter heads with fake names that resemble 
one or more of the above listed organizations. Note that it is easy to obtain logos (pictures) 
of these regional integration blocs or any other well-known company’s logo from the 
internet (e.g. google and other search engines). 

 The next step is a request from the fake organization to supply the specific quantities. It 
gets more interesting when the requested quantities of products to be delivered would 
exceed the production capacities of the targeted companies. Nonetheless, the ploy is to 
get the company to believe it is a lucrative business proposal. 

 Scammers will generally indicate that their commissions in every successful contract 
awarded through their recommendation is between 2-3% of the total value of the 
merchandise and it is payable after the contract has been consummated and the supplier 
has received full (100%) payment in their Account. 

 The terms of payment stated in these fake contract documents are usually between 20-40% 
forward payments of the due amount before delivery of the goods with the remaining 60-80% 
payable after delivery.  

 Upon delivery of the products to the scammers home country (e.g. Ghana), the scammers 
will refuse to pay the remaining 60-80%.  

 At this point the scammer would have disappeared into thin air and cannot be contacted or 
traced by any known means. This is because the entire business arrangement is not 
genuine and more often than not, follows ups by you or other third parties will yield no 
results. 

 Generally, in Ghana, the wheels of justice often grinds slow on prosecuting such issues, 
follow ups on the other hand, also usually ends up in a cycle where you are now 
legitimately spending more money and resources to chase ghosts. 
 

 Other methods of scammers from Ghana or elsewhere in Africa could for example be 
instances where a Swiss firm after unknowingly signing a fake contract is requested by 
scammers to send large sums of money to cover previously unmentioned fees, such as 
for the procurement of signatures from government offices, for customs documents, 
certificates, or gifts for the CEO of the Ghanaian company. These situations are often 
reported in cases that involves gold purchase through unapproved and unauthorized 
channels. 

 A Ghanaian residing in a foreign country especially in Europe may claim to be a clearing 
house bank for the Central Bank of Ghana; 

 
What to do 
After receiving such suspicious business proposals from Ghanaian companies or individuals who 
are acting as business facilitators and agents, it is crucial to internally scrutinize the information 
contained therein. Additionally, the checklist below can be a guide to identify for yourself whether 
the company or individual is legitimate or not. If several of the following points are met, there is a 
high possibility of fraudulent activities.  
 

 The business proposal involves a transaction amount that is unusually high for your 
business.  

 Very little negotiations or bargaining for a price discount were needed for your price quote 
to be accepted by the counterpart.  
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 No technical details were discussed during the negotiations. 

 No information about the exact intent and purpose of the planned acquisition, as well as 
the end user of the products you are about to sell has been communicated. 

 The counterpart’s bank account is registered under a personal name: in Ghana, it is 
required by law for all companies to have a bank account registered in the company’s 
name or the counterpart requests the payment to be made via Western Union or other 
money transfers.  

 Communication is mostly via fax, email and mobile phone numbers, but no official fixed 
line telephone numbers or company email domain.  

 No physical business address has been given or operational/reachable telephone 
numbers.  

 The counterpart uses an e-mail address that does not include its company name, but 
rather is using a “Yahoo”, “Hotmail”, “Gmail”, or other email address from a cost-free 
email provider.  

 The company does not have its own authentic website. Note that fake websites most 
often are not interactive and the interface is unprofessionally done. Look out for obvious 
spelling mistakes and errors. 

 A quick search on Google lists suspicious activity or warnings, or does not list any recent 
entries at all. 
  

How to proceed 

 If you are contacted by Ghanaian companies which were previously unknown to you, our 
recommendation is to never make a pre-payment until you have completely satisfied 
yourself that it is genuine business.  

 Make sure to internally scrutinize the veracity of information before you by checking their 
website for the following details; directors or heads of the institutions, physical and web 
address, public announcements of tender, telephone numbers, headquarters of the 
organization, etc. Note that the original websites of any one of the regional integration 
blocs in the Africa Union have all their divisions and departments including the 
procurements in the country where the headquarters are located. Scammers who setup 
fake institutions including websites would most often situate the procurement departments 
in Ghana or other African countries other than where the headquarters are located.   

 Make sure you get all documents you are shown to “prove authenticity” verified by the 
competent authority, as fakes are easy to make but difficult to recognize by foreign non-
experts.  

 If the Ghanaian counterpart invites you to come to Ghana for a contract signature, we 
would suggest that you ask the Ghanaian counterpart to come to Switzerland to sign the 
contract instead. The incurred traveling costs could be deducted from the first payment of 
the order.  

 If there is no response to this proposal from the Ghanaian side, it is an obvious sign that 
there is no real interest in a legitimate business relationship.  

 
  
Contact Details of Swiss in Accra, Ghana: 

Tel.: +233 302 225 008 / +233 302 248 226 
E-mail: acc.economicsection@eda.admin.ch 

The following links may be useful in providing more details and tips to identify sham companies: 
 https://www.eda.admin.ch/countries/ghana/en/home/switzerland-and/export-promotion/investing-in-

switzerland.html 

 http://www.gipcghana.com/invest-in-ghana/doing-business-in-ghana/starting-a-business 

 http://scammers-and-their-websites.blogspot.com/ 
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